Small Haven School Acceptable Use Policy

Date Review Date Coordinator Nominated Director

18/09/24 01/09/26 Principal Head Director of Education

This policy was researched and produced by the SLT in consultation with staff. The designated member
responsible for Internet safety in the school is Miss Stacey White (Principal Head).

The aims of this Acceptable Use Policy are to:

e Ensure that pupils benefit from all learning opportunities offered by the computing and internet
resources provided by the school in a safe and controlled manner.

e To give pupils clear guidance on safe and acceptable use of these resources.

e Make pupils aware that Internet use in school is a resource. If the resource is abused, then access
will be denied.

The ICT Vision is to:

e Develop the learning environment to provide a range of ICT opportunities and tools. This will
empower our children to make relevant and safe choices and be flexible as they develop their
personalised learning.

General

e Virus protection software is used and updated on a regular basis.

e The ICT Technical Lead is Ross White (supported by BT business service).
Pupils’ Access to the Internet

Small Haven School subscribes to NetSupport DNA. Functions include: automatic discovery of devices;
hardware and software inventory; change tracking and software licence management. NetSupport DNA also
includes energy monitoring; power management; USB endpoint security; printer monitoring; application
and internet metering; a flexible alerting suite; and an easy-to-use software distribution module. ESafety
and safeguarding are supported with keyword and phrase monitoring to alert schools of any online activity
that may place a student at risk; internet monitoring of websites visited; the option for students to report
concerns directly to trusted staff — and much more. Small Haven School will normally only allow children
to use the Internet when there is a responsible adult present to supervise. Small class numbers and high
adult to pupil ratio supports the effectiveness of monitoring pupil’s use of computers. However, it is
unrealistic to suppose that the teacher’s attention will always be directed toward the computer screen.
Members of staff will be aware of the potential for misuse, and will be responsible for explaining to pupils,
the expectation we have of pupils. NetSupport will also send an immediate warning to both the pupil and
the school’s DSL where there appears to be inappropriate use of the internet. Teachers will have access to
pupils’ emails and other Internet related files and will check these on a regular basis to ensure expectations
of behaviour are being met, as will NetSupport. The school also operates a strict open DNS filtering system.
This restricts access to certain websites, including; gambling sites, post 18 sites, social media sites etc. The
school’s anti-virus also has network threat protection which protects users against web and network threats.

Expectations of Pupils using the Internet

e All pupils, where possible, are expected to read and agree the Internet Agreement.

e At Small Haven School, we encourage all pupils to be responsible for their own behaviour on the
Internet, just as they are anywhere else in school. This includes materials they choose to access, and
language they use.

e Pupils using the Internet are expected not to deliberately seek out offensive materials. Should any
pupils encounter any such material accidentally, they are expected to report it immediately to a



teacher.

e Pupils are expected not to use any rude language in their email communications and contact only
people they know or those the teacher has approved. It is forbidden to be involved in sending chain
letters.

e Pupils must ask permission before accessing the Internet.

e Pupils will not access social networking sites unless expressly permitted by the school or as part of a
specific learning activity.

e Pupils should not access other people's files unless permission has been given.

e Computers should only be used for schoolwork and homework unless permission has been granted
otherwise.

e No applications may be downloaded to the school’s computers from the Internet or brought in on
portable media from home for use in school

e Personal printing is not allowed on the school network.

e No personal information such as phone numbers and addresses should be given out and no
arrangements to meet someone made unless this is part of an approved school project.

e The school encourages the use of anti-virus software on machines used at home.

e Pupils consistently choosing not to comply with these expectations will be warned, and
subsequently, may be denied access to Internet resources.

School Website

e The website will be regularly checked to ensure that there is no content that compromises the safety
of pupils or staff.

e The publications of children’s work will be decided by a teacher.

e The school will endeavour to use digital photographs, audio or video clips focusing on group
activities. Photographs and video focusing on individual children will not be published on the school
website without parental permission.

e The school website will avoid publishing the full names of individuals in a photograph.

e The school will ensure that the image files are appropriately named and will not use pupils’ names
in image file names if published on the web.

Personal Devices

Pupils may only use their own technology in school as part of a pre-arranged educational activity, with
permission from a member of staff and authorised by the teacher/principal head. Inappropriate use is in
direct breach of the school’s acceptable use policy.

Sanctions

Persistent misuse of the internet by pupils will result in reduced access to the Internet. Misuse of other
technologies will result in a complete ban and/or confiscation. Both of these actions will take place for a set
period of time agreed by the Principal Head. Parents will always be notified.

No application or services accessed by pupils or their parents may be used to bring the school or its
members into disrepute. All users have a responsibility to report any known misuses of technology,
including the unacceptable behaviours of others.
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KS2 Acceptable Use Poster
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KS3/4 Acceptable Use Poster
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| will keep my password
and personal information
secret.

| know | must always
check that my privacy
settings are confidential.

| must respect the school's systems and equipment. If | can .
not be responsible | will lose the right to use them.

RESPONSIBILITY

| must check the reliability of online content, in case it is untrue.
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- | know that my internet use is
monitored to protect me.

| am aware that copyright laws exist.

| know that my online aclions may
have offline consequences.

| know that it can be a criminal
offence to hack accounts and
systems or to send threatening and
offensive messages.

| will always think before | post
as once | upload content it can
become public and difficult to
delete.
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| know that people online are not always who
they say they are. | will always talk to an adult
before meeting any online contacts.

If anything happens online which makes me
feel worried or uncomfortable, | will speak to an
adult | trust or visit www.thinkyouknow.co.uk
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e-Safety Rules

Rules for Students

These rules help us to be fair to others and keep everyone safe

The computer system is owned by the school. This Responsible Internet Use statement helps
to protect students, staff and the school by clearly stating what use of the computer
resources is acceptable and what is not.

I will only use the computer when logged in by staff.

I will only view, change or delete my own files.

I understand that I must ask before using memory sticks or disks in school.

I understand that the use of e-mail is not permitted.

I understand that T must never broadcast personal information including pictures and
videos of myself, my friends, my fellow students or my school.

I understand that I must never give out my home address, phone number or any
personal details, or arrange to meet anyone.

I will not use Internet chat.

Anonymous messages and chain letters are not permitted.

Copyright and intellectual property rights must be respected.

T understand that social networking sites are not to be used.

If I see anything that I am unhappy with or I receive messages I do not like, I will tell a
teacher immediately.

I understand that the school will check my computer files and the Internet sites I visit.
Use for personal financial gain, gambling, political, criminal purposes or advertising is not
permitted.

I understand that if I deliberately break these rules, I may not be allowed to use the
Internet or computers.
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E-Safety Agreement- Students

All students use computer facilities including the internet access as an essential
part of learning, as required by the National Curriculum. Both students and
their parents/carers are asked to sign to show that the e-safety rules have
been understood and agreed.
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Students agreement
e T have read and I understand the school e-safety rules
e T will use the computer, network, internet access and other new
technologies in a responsible way at all times
e T know the network and internet access may be monitored

Signed:.......o.ooeeeeeeesne e D@L
(students signature)

Parents/Carer Consent for Internet Access

I have read and understood the school e-safety rules and give permission for my
son/daughter to access the internet. I understand that the school will take all
reasonable precautions to ensure that students cannot access inappropriate
materials but I appreciate that this is a difficult task.

I understand that the school cannot be held responsible for the content of
materials accessed through the internet. I agree that the school is not liable
for any damage arising from use of the internet facilities.

SigNed:........ocoreeeeeee e ses e D@

Parent/Carer Please print NAme: ..o




Parent/Carers Acceptable Use Policy Statements

¢ | have read and discussed the Acceptable Use Policy (attached) with my child

¢ | know that my child will receive online safety (e-Safety) education to help them understand the
importance of safe use of technology and the internet, both in and out of school.

e | am aware that any internet and computer use using school equipment may be monitored for safety
and security reasons and to safeguard both my child and the school’s systems. This monitoring will
take place in accordance with data protection and human rights legislation.

¢ | understand that the school will take all reasonable precautions to ensure that pupils cannot access
inappropriate materials but | appreciate that this is a difficult task.

¢ | understand that if the school has any concerns about my child’s safety online, either at school or at
home, then | will be contacted

¢ | understand that if my child does not abide by the school Acceptable Use Policy then sanctions will
be applied in line with the schools behaviour and anti-bullying policy. If the school believes that my
child has committed a criminal offence then the Police will be contacted

e |, together with my child, will support the school’s approach to online safety (e-Safety) and will not
deliberately upload or add any images, video, sounds or text that could upset, threaten the safety of
or offend any member of the school community

e | know that | can speak to the school Online Safety (e-Safety) Coordinator (Miss White) or my child’s
teacher if | have any concerns about online safety (e-Safety)

e | will visit the school website (www.smallhavenschool.co.uk) for more information about the school’s
approach to online safety as well as to access useful links to support both myself and my child in
keeping safe online at home

e | will visit www.thinkuknow.co.uk/parents, www.nspcc.org.uk/onlinesafety, www.internetmatters.org
www.saferinternet.org.uk and www.childnet.com for more information about keeping my child(ren)
safe online

e | will support the school and my child by role modelling safe and positive online behaviour (such as
sharing images, text and video responsibly) and by discussing online safety with them when they
access technology at home

'As a parent, | support school safeguarding policies and | will ensure that | monitor my child’s use of the
internet (including social networking) outside of school. | will act as a positive role model to my child by
ensuring that | use social networking sites responsibly.'

| have read the Parent Acceptable Use Policy.

Child’ s NamMe. ... e Class. ..o,



http://www.smallhavenschool.co.uk/
http://www.thinkuknow.co.uk/parents
http://www.nspcc.org.uk/onlinesafety
http://www.internetmatters.org/
http://www.saferinternet.org.uk/
http://www.childnet.com/

Letter to Parents/carers Regarding Use of computers and Internet within School
Dear Parent/Carer

All pupils use computer facilities including Internet access as an essential part of learning, as required by the
National Curriculum. Your child will have the opportunity to access a wide range of information and
communication technology (ICT) resources. This includes access to:
e Computers, laptops and other digital devices
Internet which may include search engines and educational websites
School learning platform/intranet
Email
Games consoles and other games based technologies
Digital cameras, web cams and video cameras
Recorders and Dictaphones

Small Haven School recognise the essential and important contribution that technology plays in promoting
children’s learning and development and offers a fantastic range of positive activities and experiences.
However, we also recognise there are potential risks involved when using online technology and therefore
have developed online safety (e-Safety) policies and procedures alongside the schools safeguarding
measures. The school have effective filtering and monitoring in place via NetSupport DNA, eSafety and
safeguarding are supported with keyword and phrase monitoring to alert schools of any online activity that
may place a student at risk; internet monitoring of websites visited; the option for students to report concerns
directly to trusted staff who flag up immediately any concerns where misuse of a computer is taking place.

The school takes responsibility for your child’s online safety very seriously and, as such, we ensure that
pupils are educated about safe use of technology and will take every reasonable precaution to ensure that
pupils cannot access inappropriate materials whilst using school equipment. However no system can be
guaranteed to be 100% safe and the school cannot be held responsible for the content of materials accessed
through the internet and the school is not liable for any damages arising from use of the schools internet and
ICT facilities.

Full details of the school’'s Acceptable Use Policy and online safety (e-Safety) policy are available on the
school website (www.smallhavenschool.co.uk) or on request.

We request that all parents/carers support the schools approach to online safety (e-Safety) by role modelling
safe and positive online behaviour for their child and by discussing online safety with them whenever they
access technology at home. Parents/carers can visit the school website’s (www.smallhavenschool.co.uk) for
more information about the school’s approach to online safety as well as to access useful links to support
both you and your child in keeping safe online at home. Parents/carers may also like to visit
www.thinkuknow.co.uk, www.childnet.com, www.nspcc.org.uk/onlinesafety, www.saferinternet.org.uk and
www.internetmatters.org for more information about keeping children safe online

Whilst the school monitors and manages technology use in school we believe that children themselves
have an important role in developing responsible online behaviours. In order to support the school in
developing your child’s knowledge and understanding about online safety, we request that you read the
attached Acceptable Use Policy with your child and that you and your child discuss the content and return the
attached slip. Hopefully, you will also find this Acceptable Use Policy provides you with an opportunity for
conversations between you and your child about safe and appropriate use of the technology, both at school
and at home.

Should you wish to discuss the matter further, please do not hesitate to contact the school online safety
Coordinator Miss Stacey White, Principal Head.

We understand that in some cases it may not be possible for your child to give informed consent on his/ her
own; however, we feel it is good practice to involve them as much as possible in the decision making
process, and believe a shared commitment is the most successful way to achieve this.

Yours sincerely,
Principal Head


http://www.smallhavenschool.co.uk/
http://www.smallhavenschool.co.uk/
http://www.thinkuknow.co.uk/
http://www.childnet.com/
http://www.nspcc.org.uk/onlinesafety
http://www.saferinternet.org.uk/
http://www.internetmatters.org/

Sample Letter for Students (KS3/4/5)

Dear

All students at our school use computer facilities including Internet access as an essential part of
learning and fun in today's modern British Society. You will have the opportunity to access a wide
range of information and communication tfechnology (ICT) resources. This includes access to:

Computers, laptops and other digital devices

Internet which may include search engines, social media and educational websites
School learning platform/intranet

Email

Games consoles and other games based technologies

Digital cameras, web cams and video cameras

Recorders and Dictaphones

At Small Haven School we recognise the essential and important contribution that technology plays in
promoting your learning and development, both at school and at home. However, we also recognise there
are potential risks involved when using online technology. The school will take all reasonable precautions
to ensure that you are as safe as possible when using school equipment and will work together with you
and your family to help you stay safe online. Our easy-to-use software module eSafety and
safeguarding are supported with keyword and phrase monitoring to alert us of any online activity that
may place a student at risk; internet monitoring of websites visited: there is an option for you to
report concerns directly to trusted staff. Small Haven School will normally only allow children to use
the Internet when there is a responsible adult present to supervise. However, it is unrealistic to
suppose that the teacher's attention will always be directed toward the computer screen. Members of
staff will be aware of the potential for misuse, and will be responsible for explaining to pupils, the
expectation we have of pupils. Net Support will also send an immediate warning to both the pupil and
the school's DSL where there appears to be inappropriate use of the internet. Teachers will have
access to pupils’ emails and other Internet related files and will check these on a regular basis to
ensure expectations of behaviour are being met, as will Net Support.

At Small Haven School we want to ensure that all members of our community are safe and
responsible uses of technology. We will support you to
e Become empowered and responsible digital creators and users
e Use our school resources and technology safely, carefully and responsibly
e Be kind online and help us to create a school community that is respectful and caring, on
and offline
e Be safe and be sensible online and always know that you can talk to a trusted adult if you
need help

We request that you and your family read the school Acceptable Use Policy and return the attached
slip.

Should you have any worries about online safety then you can speak with Miss White, Principal Head.
You can also access support through the school deputy DSL, Tim Catherall, and via other websites such
as www.thinkuknow.co.uk and www.childline.org.uk.

We look forward to helping you become a positive and responsible digital citizen.
Yours sincerely,
Principal Head


http://www.thinkuknow.co.uk/
http://www.childline.org.uk/

Pupil Acceptable Use Policy —Small Haven School Pupil Response

I, with my parents/carers, have read and discussed Small Haven school Pupil Acceptable Use Policy.

Child’s Name.........cooiiii e Signed........coooiiiiii
Class.....ccooovviiiiiiiiiins Date.......ocoevviiiinnnnn
Parents Name. ..., Parents Signature...................oo




Parent information regarding the use of photos and videos of pupils

Dear Parent/Carer

This letter explains why we will need to ask for your consent before we are able to take photographs
and videos of your child during their time at Small Haven School.

Generally, photographs are a source of pleasure and pride. We believe that the taking and use of
photographs can enhance the self-esteem of children and their families and therefore is something to
be welcomed and appreciated. We may take photographs for a number of reasons whilst your child is
with us, including:

e documenting and recording education activities

e recording their learning and development progress

e recording and celebrating special events and achievements

We will also encourage children to be active learners, and to become involved in using the school’s
cameras themselves by taking photos of their surroundings, activities and of each other.

We do however recognise that with the increase use of technologies, particularly digitally and online,
the potential for misuse has become greater and we understand that this can give rise to concern. We
will therefore endeavour to put effective safeguards in place to protect children and young people by
minimising risk.

We are mindful of the fact that some families may have reasons why protecting a child’s identity is a
matter of particular anxiety. If you have special circumstances either now or at any time in the future
which would affect your position regarding consent, please let us know immediately in writing.

We have a specific policy regarding the use of images and also include the safe use of mobile phones
and personal devices as part of our online safety policy, which you are welcome to view or take a copy
of at any time. To comply with the General Data Protection Regulations (GDPR) and the Data
Protection Act, we need your permission before we can photograph or make any recordings of your
child. If your child is old enough to express their own view, you may want to consult with them about
categories of consent, and we invite you to use this letter to explore their feelings about being
photographed at the setting.

Please read and complete the attached forms and do not hesitate to contact me should you have any
queries.

Yours sincerely,

Jodie Wonford
Office Manager
Small Haven School




Parental Consent Form for Images

Dear Parent/Carer,

This form is valid for the period of time your child attends Small Haven School. The consent

will automatically expire after this time. We will not re-use any photographs or recordings after
your child leaves the school without additional consent.

We will not use the personal information or full names (first name and surname) of any child in a
photographic image or video on our website, online, in our prospectus or in any of our other
printed publications. If we use photographs of children, we will not use the full name of that child in
the accompanying text or photo caption.

We may use group photographs or footage with general labels.

We will only use images of children who are suitably dressed.

We will discuss the use of images with children in an age appropriate way and to role model
positive behaviour.

This consent can be withdrawn by parent/carer at any time by informing Jodie Wonford-Office
Manager at Small Haven School in writing.

Please Circle

as
Appropriate

May we take photos and videos of your child? Yes / No

May we use your child’s image in displays around the school? Yes / No

May we record your child’s image or use videos for assessments, monitoring
or other educational uses within the school? These images or recordings will Yes / No
be used internally. Please note that there are some instances where work for
qualifications must be sent to external verifiers.

May we use your child’s image in our prospectus and other printed publications
that we produce for educational and promotional purposes, including a school Yes / No
newsletter?

May we use photographs or videos of your child on our official school website? Yes/ No

May we use photographs or videos of your child on our official social media

channels? (official Facebook page, YouTube channel etc.) Yes / No
May we record your child’s image on webcam for appropriate curriculum Yes / No
purposes?

Are you happy for your child to appear in the media e.g. if a newspaper

photographer or television film crew attend an event organised by the setting? Yes / No
Are you happy for the school to print images of your child electronically? Yes/ No

| have read and understood the conditions of use and | am also aware of the following:
o Websites and social media sites can be viewed worldwide; not just in the United Kingdom
where UK law applies.
o The press are exempt from GDPR and Data Protection legislation and may want to



include the names and personal details of children and adults in the media.

¢ l/we will discuss the use of images with our child/ren to obtain their views, if appropriate.

e As the child’s parents/guardians, we/l agree that if we/l take photographs or video recordings
of our child/ren at school which include other children, then we will only use these for our
personal use.

Name of Child: ...... ..o Date:................

Yours sincerely,

Office Manager
Small Haven School




Acceptable Use Letter for Staff

Dear Staff

Social media can blur the definitions of personal and working lives, so it is important that all
members of staff take precautions in order to protect themselves both professionally and personally
online.

Be very conscious of both your professional reputation and that of the school when you are online.
All members of staff are strongly advised, in their own interests, to take steps to ensure that their
personal information and content is not accessible to anybody who does not or should not have
permission to access it. All staff must also be mindful that any content shared online cannot be
guaranteed to be “private” and could potentially be seen by unintended audiences which may have
consequences including civil, legal and disciplinary action being taken. Ensure that your privacy
settings are set appropriately (many sites have a variety of options to choose from which change
regularly and may be different on different devices) as it could lead to your content accidentally
being shared with others.

Be very careful when publishing any information, personal contact details, video or images etc
online; ask yourself if you would feel comfortable about a current or prospective employer,
colleague, child in your care or parent/carer, viewing or sharing your content. If the answer is no,
then consider if it should be posted online at all. It is very important to be aware that sometimes
content shared online, even in jest, can be misread, misinterpreted or taken out of context, which
can lead to complaints or allegations being made. Don’t be afraid to be yourself online but do so
respectfully. All staff must be aware that as professionals, we must be cautious to ensure that the
content we post online does not bring the school or our professional role into disrepute.

If you have a social networking account, it is advised that you do not to accept pupils (past or
present) or their parents/carers as “friends” on a personal account. You may be giving them access
to your personal information and allowing them to contact you inappropriately through unregulated
channels. They may also be giving you access to their personal information and activities which
could cause safeguarding concerns. Please use your work provided email address or phone
number to contact children and/or parents — this is essential in order to protect yourself as well as
the wider community. If you have a pre-existing relationship with a child or parent/carer that may
compromise this or have any queries or concerns about this then please speak to the Online safety
(e-Safety) Coordination/ Designated Safeguarding Lead, Stacey White.

Documents called “Cyberbullying: Supporting School Staff”, “Cyberbullying: advice for headteachers
and school staff” and “Safer professional practise with technology” are available to download from
www.childnet.com, www.e-safety.org.uk and www.gov.uk/government/publications/preventing-and-
tackling-bullying. Staff can also visit or contact the Professional Online safety Helpline
www.saferinternet.org.uk/about/helpline for more advice and information on online professional
safety.

Additional information for staff regarding online participation on behalf of the School

The principles and guidelines below set out the standards of behaviour expected of you as an
employee of the school. If you are participating in online activity as part of your capacity as an
employee of the school then we request that you:

. Be professional and remember that you are an ambassador for the school. Disclose your
position but always make it clear that you do not necessarily speak on behalf of the school.

. Be responsible and honest at all times and consider how the information you are publishing
could be perceived


https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/374850/Cyberbullying_Advice_for_Headteachers_and_School_Staff_121114.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/374850/Cyberbullying_Advice_for_Headteachers_and_School_Staff_121114.pdf
http://www.childnet.com/
http://www.e-safety.org.uk/
https://www.gov.uk/government/publications/preventing-and-tackling-bullying
https://www.gov.uk/government/publications/preventing-and-tackling-bullying
http://www.saferinternet.org.uk/about/helpline

. Be credible, accurate, fair and thorough.

. Always act within the legal frameworks you would adhere to within school, including libel,
defamation, confidentiality, copyright, data protection as well as equalities laws.

. Be accountable and do not disclose information, make commitments or engage in activities
on behalf of the school unless you are authorised to do so.

. Always inform your line manager, the designated safeguarding lead and/or the head teacher
of any concerns such as criticism or inappropriate content posted online.

| would like to remind all staff of our Acceptable Use Policy and the importance of maintaining
professional boundaries online. Failure to follow this guidance and the school policy could lead to
disciplinary action, so it is crucial that all staff understand how to protect themselves online. Please
speak to me if you have any queries or concerns regarding this.

Yours sincerely,

Stacey White
Principal Head



Small Haven School Staff Acceptable Use Policy

As a professional organisation with responsibility for children’s safeguarding it is important that all staff
take all possible and necessary measures to protect data and information systems from infection,
unauthorised access, damage, loss, abuse and theft. All members of staff have a responsibility to use the
school’s computer system in a professional, lawful, and ethical manner. To ensure that members of staff
are fully aware of their professional responsibilities when using Information Communication Technology
and the school systems, they are asked to read and sign this Acceptable Use Policy.

This is not an exhaustive list and all members of staff are reminded that ICT use should be consistent
with the school ethos, other appropriate school policies, relevant national and local guidance and
expectations, and the Law.

1. lunderstand that Information Systems and ICT include networks, data and data storage, online
and offline communication technologies and access devices. Examples include laptops, mobile
phones, tablets, digital cameras, email and social media sites.

2. School owned information systems must be used appropriately. | understand that the Computer
Misuse Act 1990 makes the following criminal offences: to gain unauthorised access to computer
material; to gain unauthorised access to computer material with intent to commit or facilitate
commission of further offences or to modify computer material without authorisation.

3. | understand that any hardware and software provided by my workplace for staff use can only be
used by members of staff and only for educational use, not personal use. To prevent unauthorised
access to systems or personal data, | will not leave any information system unattended without first
logging out or locking my login as appropriate.

4. | will respect system security and | will not disclose any password or security information. | will use
a ‘strong’ password (A strong password has numbers, letters and symbols, with 8 or more
characters and is changed regularly).

5. | will not attempt to install any purchased or downloaded software, including browser toolbars, or
hardware without permission from the Principal Head.

6. | will ensure that any personal data of pupils, staff or parents/carers is kept in accordance with the
Data Protection Act 1998. This means that all personal data will be obtained and processed fairly
and lawfully, only kept for specific purposes, held no longer than necessary and will be kept private
and secure with appropriate security measures in place, whether used in the workplace, hosted
online (only within countries or sites with suitable data protection controls that meet the EU and UK
regulations) or accessed remotely (e.g. via VPN). Any data which is being removed from the
school site (such as via email or on memory sticks or CDs) will be encrypted by a method
approved by the school. Any images or videos of pupils will only be used as stated in the school
image use policy and will always take into account parental consent.

7. 1 will not keep or access professional documents which contain school-related sensitive or personal
information (including images, files, videos, emails etc.) on any personal devices (such as laptops,
digital cameras, mobile phones). Where possible | will use the School server to upload any work
documents and files in a password protected environment or via VPN. | will protect the devices in
my care from unapproved access or theft.

8. | will not store any personal information on the school computer system including any school laptop
or similar device issued to members of staff that is unrelated to school activities, such as personal
photographs, files or financial information.

9. | will respect copyright and intellectual property rights.

10. | have read and understood the school online safety (e-Safety) policy which covers the
requirements for safe ICT use, including using appropriate devices, safe use of social media
websites and the supervision of pupils within the classroom and other working spaces.



11.

12.

13.

14.

15.

16.

17.

18.

| will report all incidents of concern regarding children’s online safety to the Designated
Safeguarding Lead/Online Safety Coordinator (Stacey White) as soon as possible. | will report any
accidental access, receipt of inappropriate materials, filtering breaches or unsuitable websites to
the Designated Safeguarding Lead and the designated lead for filtering (Ross White) as soon as
possible.

I will not attempt to bypass any filtering and/or security systems put in place by the school. If |
suspect a computer or system has been damaged or affected by a virus or other malware, or if |
have lost any school related documents or files, then | will report this to the ICT Support lead (Ross
White) as soon as possible.

My electronic communications with pupils, parents/carers and other professionals will only take
place within clear and explicit professional boundaries and will be approved, transparent and open
to scrutiny at all times. All communication will take place via school approved communication
channels e.g. via a school provided email address or telephone number and not via personal
devices or communication channels e.g. personal email, social networking or mobile phones. Any
pre-existing relationships or situations that may compromise this will be discussed with the Senior
Leadership team and/or Head.

| will ensure that my online reputation and use of ICT and information systems are compatible with
my professional role, whether using school or personal systems. This includes the use of email,
text, social media/networking, gaming, and any other devices or websites. | will take appropriate
steps to protect myself online and will ensure that my use of ICT and internet will not undermine
my professional role, interfere with my work duties and will be in accordance with the school AUP
and the Law.

| will not create, transmit, display, publish or forward any material that is likely to harass, cause
offence, inconvenience or needless anxiety to any other person, or anything which could bring my
professional role, or the school, into disrepute.

| will promote online safety with the pupils in my care and will help them to develop a responsible
attitude to safety online, system use and to the content they access or create.

If | have any queries or questions regarding safe and professional practise online either in school
or off site, then | will raise them with the Designated Safeguarding Lead.

| understand that my use of the school information systems (including any devices provided by the
school), school Internet and school email may be monitored and recorded to ensure the safety of
children and staff and to ensure policy compliance. This monitoring will be proportionate and will
take place in accordance with data protection, privacy and human rights legislation.

The School may exercise its right to monitor the use of information systems, including Internet access and the
interception of emails in order to monitor policy compliance. Where it believes unauthorised and/or inappropriate
use of the schools information system or unacceptable or inappropriate behaviour may be taking place, the
School will invoke its disciplinary procedure. If the school suspects that the school system may be being used for
criminal purposes then the matter will be brought to the attention of the relevant law enforcement organisation.

| have read and understood and agree to comply with the Staff Acceptable Use Policy.

Signed: ... Print Name: ................... Date: .........

Accepted by: ... Print Name: ........cooiiiiiiiinnn.




Visitor/Volunteer Acceptable Use Policy
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For visitors/volunteers and staff who do not access school ICT systems

As a professional organisation with responsibility for children’s safeguarding it is important
that all members of the community are fully aware of their professional responsibilities and read
and sign this Acceptable Use Policy. This is not an exhaustive list and visitors/volunteers are
reminded that ICT use should be consistent with the school ethos, other appropriate school
policies, relevant national and local guidance and expectations, and the Law.

1. 1 will ensure that any personal data of pupils, staff or parents/carers is kept in accordance with
the Data Protection Act 1998. Any data which is being removed from the school site (such as
via email or on memory sticks or CDs) will be encrypted by a method approved by the school.
Any images or videos of pupils will only be used as stated in the school image use policy and
will always take into account parental consent.

2. | have read and understood the school online safety (e-Safety) policy which covers the
requirements for safe ICT use, including using appropriate devices, safe use of social media
websites and the supervision of pupils within the classroom and other working spaces.

3. | will follow the school’s policy regarding confidentially, data protection and use of images and
will abide with copyright and intellectual property rights, child protection legislation, privacy and
data protection law and other relevant civil and criminal legislation.

4. My electronic communications with pupils, parents/carers and other professionals will only take
place within clear and explicit professional boundaries and will be transparent and open to
scrutiny at all times. All communication will take place via school approved communication
channels e.g. via a school provided email address or telephone number and not via personal
devices or communication channels e.g. personal email, social networking or mobile phones.
Any pre-existing relationships or situations that may compromise this will be discussed with the
Senior Leadership team or Principal Head.

5. My use of ICT and information systems will be compatible with my role within school. This
includes the use of email, text, social media, social networking, gaming, web publications and
any other devices or websites. | will take appropriate steps to protect myself online and my use
of ICT will not interfere with my work duties and will always be in accordance with the school
AUP and the Law

6. | will not create, transmit, display, publish or forward any material that is likely to harass, cause
offence, inconvenience or needless anxiety to any other person, or anything which could bring
my professional role, the school, or the County Council, into disrepute.

7. | will promote online safety with the children in my care and will help them to develop a
responsible attitude to safety online, system use and to the content they access or create.

8. If I have any queries or questions regarding safe and professional practise online either in
school or off site, then | will raise them with the Designated Safeguarding Lead (Miss Stacey
White) Principal Head.

9. | will report any incidents of concern regarding children’s online safety to the Designated
Safeguarding Lead (Miss Stacey White) as soon as possible.

| have read and understood and agree to comply with the Visitor /Volunteer Acceptable Use
Policy.

Signed: ... Print Name: .................. Date: .........




Wi-Fi Acceptable Use Policy

For those using school Wi-Fi

As a professional organisation with responsibility for children’s safeguarding it is important
that all members of the school community are fully aware of the schools boundaries and
requirements when using the school Wi-Fi systems, and take all possible and necessary
measures to protect data and information systems from infection, unauthorised access,
damage, loss, abuse and theft. This is not an exhaustive list and all members of the school
community are reminded that ICT use should be consistent with the school ethos, other
appropriate policies and the Law.

Please be aware that the school will not be liable for any damages or claims of any kind arising from
the use of the wireless service. The School takes no responsibility for the security, safety, theft,
insurance and ownership of any device used within the School premises that is not the property of the
School.

The school provides Wi-Fi for the school community and allows access for education use only. Secure
individual passwords are given to students and staff, and these are not be shared with others.
Passwords are changed with regularity and security around protecting data is taken extremely
seriously.

1.

10.

The use of ICT devices falls under Small Haven School’s Acceptable Use Policy, online safety (e-Safety)
policy and behaviour policy, data security & safeguarding/child protection policy which all
students/staff/visitors and volunteers must agree to, and comply with.

The school reserves the right to limit the bandwidth of the wireless service, as necessary, to ensure
network reliability and fair sharing of network resources for all users.

School owned information systems, including Wi-Fi, must be used lawfully and | understand that the
Computer Misuse Act 1990 makes the following criminal offences: to gain unauthorised access to
computer material; to gain unauthorised access to computer material with intent to commit or
facilitate commission of further offences or to modify computer material without authorisation.

| will take all practical steps necessary to make sure that any equipment connected to the schools
service is adequately secure (such as up-to-date anti-virus software, systems updates).

The school’s wireless service is not secure, and the school cannot guarantee the safety of traffic across
it. Use of the school’s wireless service is done at my own risk. By using this service, | acknowledge that
security errors and hacking are an inherent risk associated with any wireless network. For that reason, |
expressly agree that | knowingly assume such risk, and further agree to hold the school harmless from
any claim or loss arising out of, or related to, any such instance of hacking or other unauthorized use or
access into my computer or device.

The school accepts no responsibility for any software downloaded and/or installed, e-mail opened, or
sites accessed via the school’s wireless service’s connection to the Internet. Any damage done to
equipment for any reason including, but not limited to, viruses, identity theft, spyware, plug-ins or other
Internet-borne programs is my sole responsibility; and | indemnify and hold harmless the school from any
such damage.

The school accepts no responsibility regarding the ability of equipment, owned by myself, to connect to
the school’s wireless service.

| will respect system security and | will not disclose any password or security information that is
given to me. To prevent unauthorised access to systems or personal data, | will not leave any
information system unattended without first logging out or locking my login as appropriate.

| will not attempt to bypass any of the schools security and filtering systems or download any
unauthorised software or applications.

My use of the school Wi-Fi will be safe and responsible and will always be in accordance with the
school AUP and the Law including copyright and intellectual property rights. This includes the use



11.

12.

13.

14.

of email, text, social media, social networking, gaming, web publications and any other devices or
websites.

I will not upload, download, access or forward any material which is illegal or inappropriate or may
cause harm, distress or offence to any other person, or anything which could bring the school into
disrepute.

| will report any online safety (e-Safety) concerns, filtering breaches or receipt of inappropriate
materials to the Designated Safeguarding Lead (Miss Stacey White) the Online Safety designated
lead for filtering as soon as possible.

If I have any queries or questions regarding safe behaviour online then | will discuss them with the
Online safety (e-Safety) Coordinator (Miss Stacey White) Principal Head.

| understand that my use of the schools Wi-Fi will be monitored and recorded to ensure policy
compliance in accordance with privacy and data protection legislation. If the schools suspects that
unauthorised and/or inappropriate use or unacceptable or inappropriate behaviour may be taking
place, then the school terminate or restrict usage. If the School suspects that the system may be
being used for criminal purposes then the matter will be brought to the attention of the relevant law
enforcement organisation.

| have read and understood and agree to comply with Small Haven School Wi-Fi Acceptable Use
Policy.

Signed: ..., Print Name: ................... Date: .........

Accepted by: ..o Print Name: ...,




10.

11.

Social Networking Acceptable Use Policy

For parents/volunteers running school/setting social media accounts e.g. PTA groups and committees

As part of the school’s drive to encourage safe and appropriate behaviour in the use of today’s
technology, | will support the school’s approach to online safety (e-Safety). | am aware that Facebook &
Twitter are a public and global communication tool and that any content posted on the site/page/group
may reflect on the school, its reputation and services. | will not use the site/page/group to express any
personal opinions or create, transmit, display, publish or forward any material that is likely to harass,
cause offence, inconvenience or needless anxiety to any other person, or anything which could bring the
school into disrepute.

| will not disclose information, make commitments or engage in activities on behalf of the school without
authorisation from the school Designated Safeguarding Lead (Miss Stacey White) principal head. The
principal head retains the right to remove or approve content posted on behalf of the school. Where it
believes unauthorised and/or inappropriate use of Facebook & Twitter or unacceptable or inappropriate
behaviour may be taking place, the school will exercise the right to ask for the content to be deleted or
deactivated.

I will ensure that any content posted abides by copyright and intellectual property rights, child protection
legislation, privacy and data protection law and other relevant civil and criminal legislation.

| will follow the school’s policy regarding confidentially and data protection/use of images. | will ensure
that | have written permission from parents/carers or the school before using any images or videos which
include members of the school community. Images of pupils will be taken on school equipment by the
school and in accordance with the school image policy. Images which include pupils will only be
uploaded by the school and these will be for the sole purpose of inclusion on the school website,
Facebook & Twitter and will not be forwarded to any other person or organisation.

| will promote online safety in the use of Facebook & Twitter and will help to develop a responsible
attitude to safety online and to the content that is accessed or created.

| will set up a specific account/profile using a school provided email address to administrate the site and |
will use a strong password to secure the account. The school Designated Safeguarding Lead and SLT
will have full admin rights to the account.

| will ensure that the content and channel is suitable for the audience and will be sensitive in the tone of
language used and will ensure content is written in accessible plain English.

| will report any accidental access or receipt of inappropriate materials or inappropriate comments to the
Designated Safeguarding Lead (Miss Stacey White) principal head.

| will ensure that Facebook & Twitter is moderated on a regular basis as agreed with the Designated
Safeguarding Lead (Miss Stacey White) principal head.

| have read and understood the school online safety (e-Safety) policy which covers the requirements for
safe ICT use, including using appropriate devices and the safe use of social media. | have ensured that
the site has been suitably risk assessed and this use has been agreed by the principal head.

If | have any queries or questions regarding safe and acceptable practise online | will raise them with the
Designated Safeguarding Lead (Miss Stacey White) principal head.

| have read and understood and agree to comply with the School Parent Association Social Networking
Acceptable Use policy.

Signed: ..., Print Name: ...................oal Date: .........

Accepted by: ... Print Name: .........ccoiiiiiiiinnnn.




Staff Social Networking Acceptable Use Policy

For use with staff running official school social media accounts

1. As part of the school’s drive to encourage safe and appropriate behaviour in the use of today’s technology, | will
support the school’s approach to Online safety (e-Safety). | am aware that the tool using Facebook, Twitter is a
public and global communication tool and that any content posted may reflect on the school, its reputation and
services. | will not use the site/page/group to express any personal opinions or create, transmit, display, publish
or forward any material that is likely to harass, cause offence, inconvenience or needless anxiety to any other
person, or anything which could bring the school into disrepute.

2. 1 will not disclose information, make commitments or engage in activities on behalf of the school without
authorisation from the school Designated Safeguarding Lead (Stacey White) principal head. The principal head
retains the right to remove or approve content posted on behalf of the school.

3. 1 will ensure that any content posted abides by copyright and intellectual property rights, child protection
legislation, privacy and data protection law and other relevant civil and criminal legislation.

4. | will follow the school’s policy regarding confidentiality and data protection/use of images. This means | will
ensure that the school has written permission from parents/carers before using images or videos which include
any members of the school community. Any images of pupils will be taken on school equipment, by the school
and in accordance with the school image policy. Images which include pupils will only be uploaded by the
school. These will be for the sole purpose of inclusion on the school website, Facebook & Twitter and will not
be forwarded to any other person or organisation.

5. I will promote online safety (e-Safety) in the use of Facebook & Twitter and will help to develop a responsible
attitude to safety online and to the content that is accessed or created. | will ensure that the communication has
been appropriately risk assessed and approved by a member of senior leadership team/ Designated
Safeguarding Lead/principal head prior to use.

6. | will set up a specific account/profile using a school provided email address to administrate the
account/site/page (tool using Facebook, Twitter) and | will use a strong password to secure the account.
Personal social networking accounts or email addresses are not to be used. The school Designated
Safeguarding Lead (principal head) and school leadership team will have full admin rights to the tool using e.g.
Facebook & Twitter site/page/group.

7. Where it believes unauthorised and/or inappropriate use of the tool using Facebook & Twitter or unacceptable
or inappropriate behaviour may be taking place, the school will exercise the right to ask for the content to be
deleted or deactivated.

8. 1 will ensure that the content and channel is suitable for the audience and will be sensitive in the tone of
language used and will ensure content is written in accessible plain English.

9. | will report any accidental access or receipt of inappropriate materials or inappropriate comments to the
principal head (Designated Safeguarding Lead) urgently.

10. I will ensure that the tool using Facebook & Twitter site/page is moderated on a regular basis as agreed with the
school Designated Safeguarding Lead.

11. I have read and understood the school online safety (e-Safety) policy which covers the requirements for safe
ICT use, including using appropriate devices and the safe use of social media. | have ensured that the site has
been suitably risk assessed and this use has been agreed by the principal head.

12. If | have any queries or questions regarding safe and acceptable practise online | will raise them with the
Designated Safeguarding Lead (Stacey White) principal head.

| have read and understood and agree to comply with the School Social Networking Acceptable Use policy.
Signed: ... Print Name: ..., Date: .........

Accepted by: ..o Print Name: ........oooviiiiiiiiiinnns
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